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The ever-changing business landscape is forcing internal audit teams 
to continuously find ways to stay relevant while adding value. This is 
especially challenging when audit standards are changing, the amount of 
data in an organization keeps increasing and risks continue to mount. 

So how does an audit team in 2018 keep up with these changes? 
CaseWare Analytics sat down with six experts in the audit industry 
to get their perspective on how audit teams should be structured, the 
critical skills every auditor should have, and what changes they expect  
in 2018. This report also includes survey results on what everyday 
auditors feel they need to be successful in their job. 

https://casewareanalytics.com/


3www.casewareanalytics.com

Robert Berry, CPA
Executive Director of Internal Audit, University of South Alabama
With more than 20 years of business experience in various industries, Robert Berry has spent his career 
improving people, processes and profits. Currently the Executive Director of Internal Audit at the University 
of South Alabama, which includes a medical school, two hospitals, a cancer research facility and more than 30 
physician clinics, Robert constructively challenges the status quo, helping organizations save millions of dollars. 
He has worked in Fortune 500 organizations, large private companies and a Big 4 accounting firm and is an 
author, educator and advocate for the internal auditing profession.

Lenny Block, CPA, CIA 
Vice President of Internal Audit , Nasdaq Stock Market
Lenny Block brings more than 35 years of experience to his role as Vice President of Internal Audit with Nasdaq. 
In this role, Lenny performs and manages all phases of internal audits to help ensure regulatory compliance, 
operational effectiveness and financial reporting integrity for Nasdaq-owned entities. He also leads Internal 
Audit’s Data Analytics program, including providing support to the Corporate Ethics group for Foreign Corrupt 
Practices compliance.

Deniz Appelbaum, PhD
Assistant Professor of Accounting and Finance, Montclair State University
Dr. Deniz Appelbaum received her Ph.D. from the Department of Accounting and Information Systems at 
Rutgers Business School after twenty years of experience in operations, credit, and business development 
in the corporate world. Dr. Appelbaum has published manuscripts in Accounting Horizons, Journal of Emerging 
Technologies in Accounting, Auditing: Journal of Practice and Theory, and more based on her research regarding 
analytics, big data, and automation in financial auditing and fraud detection.  While at Rutgers, Dr. Appelbaum 
worked with many large corporations and public entities, developing monitoring and fraud detection systems.

Bistra Dimitrova, MBA, CIA, CRMA
Manager, Internal Audit, Kronos Inc.
Bistra Dimitrova is the Manager of Internal Audit Manager for Kronos Inc., the global leader in workforce 
management solutions. Bistra has specific experience in the design and implementation of continuous auditing 
programs on key business areas such as T&E, general ledger, P-Cards and more, as well as in the adoption of 
data mining approaches and techniques in operational and financial reviews to provide greater assurance to 
management. She has spent her career planning, managing and executing operational and financial audits, and is 
known for increasing the efficiency and effectiveness of small internal audit departments with automation.

Sunder Gee, CPA, CMA, CIDA
Senior Director, Data Services, RTA Corporation
Sunder Gee provides electronic data consultative services for tax lawyers, tax accountants and RTA Corporation. 
Prior to consulting, he was the Electronic Commerce Audit Advisor at the Canada Revenue Agency (CRA) where 
he provided expertise on electronic commerce issues and computer-assisted audit techniques. Sunder has also 
developed training material on various topics for the CRA and other organizations as well as published a book 
called “Fraud and Fraud Detection: A Data Analytics Approach”.

Scott Jones, PE, CIA, CRMA
President and CEO, Key Performance Initiatives Inc.
Scott Jones is the president and CEO of Key Performance Initiatives Inc., which provides advisory and consulting 
services.  With more than 40 years of experience in internal audit, data analytics and risk management, Scott 
is also skilled in process management and improvement, statistical methods, the Baldrige criteria and quality 
management systems. A Certified Internal Auditor and a registered Professional Engineer, Scott has honed 
unique operational and engineering expertise that he brought to past roles such as Senior Director of Internal 
Audit and Director of Quality Management, and that he continues to bring to clients today.

Our Panel of Experts
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Audit Trends 2018 Survey
To gather global perspectives on trends in the industry, CaseWare Analytics reached out to auditors from around the world 
in December 2017, gathering their thoughts on issues ranging from the need to include a member from IT on an audit team to 
the most important objectives for an audit to how mature their use of data analytics is. More than 800 auditors participated 
in the survey, providing meaningful insights into the current state of audit, challenges to overcome, and opportunities to add 
further value to the audit function. Some of the results of this survey are featured in the charts and graphs included in this 

report.

About the Survey Respondents

The respondents for our survey came from all over of the 
world, from big and small organizations and with titles 
ranging from Vice President of Internal Audit to Audit 
Specialist. In terms of experience, 2% of the respondents 
had less than 1 year of experience, 23% had 1 to 5 years of 
experience, 21% had 5 to 10 years of experience and 54% 
had over 10 years of experience. 

When discussing how audit teams will differ in 2018 
compared to 2017, the general consensus seemed to be 
that audit would have an expanded role by touching more 
areas of the business and adding more staff. We received 
comments such as the following:

• “More emphasis on cybersecurity and IT general controls.”
• “Our audit team will grow in size and will look for more      

opportunities to develop data analysis and visualization 
capabilities.”

• “IT is more involved as key members of the team.”
• “We will place more focus on associate and senior associate 

levels—hiring more.”
• “We hope to cover more areas than we did last year because 

of the technological advantage that we have now.” 
• “We’ll be able to cover each area comprehensively in IDEA.”

In terms of the use of data analysis software, respondents 
are often using the technology in more than one way—43% 
of the respondents use data analysis software on an ad-hoc 
basis, 28% use data analysis software for manual testing, 
29% are leveraging data analysis software for continuous 
auditing or continuous monitoring. But most agree that 
data analytics will play an important role in audit programs 
in 2018—only 2% of respondents said that data analytics 
were not important or slightly important for their audit 
programs. The remaining 9% thought it was moderately 
important, 32% said it was important and 57% said it was 
very important. 

But for some organizations, the use of data analytics might 
still be relatively low. The survey found that 26% of the 
respondents only used data analysis in 0-20% of their 
audits, 23% used data analysis in 20-40% of their audits, 
22% used data analysis in 40-60% of their audits, 15% used 
data analysis in 60-80% of their audits and 14% used data 
analysis in 80-100% of their audits. This gives audit teams 
more opportunities to leverage technology to increase the 
speed, coverage and frequency of their audits.

How mature is your use of data 
analysis software in your audits? 

28%

Manual
Testing

43%

Ad-hoc
Use

16%

Continuous
Auditing

13%

Continuous Auditing/
Continuous Monitoring

How mature is your use of data analysis software in your audits? (Select all applicable answers)
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» Sunder: For industry, I would say a team of at least seven 
people—a director/manager of internal audit, at least two 
internal auditors who understand the business, one junior 
IT specialist, a data analytics specialist, a generalist who is 
not an accountant, and a Certified Fraud Examiner (CFE). 
The last three can be outside consultants for companies 
that cannot afford that many full-time staff. 

For accounting firms, I would recommend a staff of at least 
seven as well, which would include an audit lead who would 
be a partner in the CPA firm, two CPAs (or CPA candidates), 
one data analytics specialist, one CFE, and one generalist 
who is not an accountant. Internal auditors and IT staff 
of the CPA client’s staff could assist as necessary without 
causing an independence issue. 

» Scott: I recently retired from a company that worked in 
aerospace and defense, and five would be ideal for that 
company—one Chief Audit Executive (CAE), one financial 
person dedicated to Sarbanes-Oxley, one IT auditor, and 
two general auditors.

» Deniz: In my opinion, the ideal audit team should have an 
audit partner, a manager or someone who is coordinating 
audits and a few auditors who are industry experts in their 
particular domain for that type of business. The latter would 
also act more or less like data scientists and be pulling data 
from the various information systems and conducting data 
analysis. 

» Lenny: I think that a smaller but more qualified team 
is better. I’d rather hire three senior auditors than five 
auditors who are mostly junior. You can get more done with 
senior people.

» Bistra: Since Kronos is a private software company that 
is not heavily regulated, we mainly focus on operations and 
financial auditing. We do perform some FCPA and export 
compliance audits, but not many. A good rule of thumb 
for my industry is to have one auditor per $250 million in 
revenue. 

The number of auditors also depends on the ownership 
structure of the company. For publicly traded or heavily 
regulated companies the number of auditors should be 
higher.  

» Robert: This question is a bit tricky for me because I work 
at a university that also has a medical school, two hospitals, 
a cancer research facility, and more than 30 physician 
clinics. Based on my research and experience, I believe 
about nine to 12 auditors with healthcare and higher 
education industry expertise would be adequate.

If you could build the ideal audit team for 
your industry, how many auditors would 
you have on your team?01
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How important is it for an audit 
team to include a member from IT?

How important is it for an audit team 
to include a Certified Fraud Examiner? 

14%

17%

27%
26%

15%

Not
Important

Slightly
Important

Moderately
Important

Important Very
Important

33%

Very
Important

33%

Not Important to 
Moderately Important

34%

Important

From the CaseWare Analytics Blog 
How one CFE for an Auditor’s State Office audits Medicaid provider claims

Jennifer Blanchard is a certified fraud examiner (CFE) for 
the Ohio Auditor of State’s office, and she has a big job. Her 
mandate is to ensure that providers of healthcare services 
reimbursed with Ohio’s Medicaid dollars are in compliance 
with applicable rules and regulations. In 2016, Medicaid 
accounted for more than 35% of the state’s budget and 
there were more than 83,000 providers—that makes for a 
lot of data to review.
 
Medicaid-related fraud is a pressing issue in Ohio. 
According to Blanchard, ensuring that state taxpayer 
dollars are spent efficiently meant that performing more 
audits and verifying appropriate expenditure of public 
funds by analyzing all transactional data was in the public’s 
best interest. Blanchard’s office audits a variety of provider 
types, including durable medical equipment, emergency 
response, home health, transportation, such as ambulances 
and ambulettes, physicians and mental health.

They found that overpayments occurred most often in 

transportation services and home health. In fact, 95% of

 

total overpayments for the last five years were found in 
these two departments. For transportation providers, 
Blanchard looks for red flags such as:

• Attendant codes not being billed correctly
• Billings for trips not actually provided
• Number of transports unreasonable compared to known 

number of vehicles
• Recipients with more than three transports per day
• Transports more than 50 miles
 
Blanchard has also built standard data analysis tests for 
home health providers. The end result? Not only has the 
team identified overpayments, they’ve also increased the 
number of audits released per year tenfold compared to 
levels from the previous year. Those are quantifiable and 
measurable results that any data analytics and audit team 

can take to management.
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» Sunder: For the industry audit team, at least one internal 
auditor would have worked in the company for a long time 
and have a good idea of the riskier areas to investigate even 
before the audit commences. 

The junior IT specialist would know a little bit about 
everyone (in order to be aware of changes in behavior) 
and everything, and can also obtain—or be the liaison to 
obtain—the data from the company’s business systems 
for the data analysis specialist. The data analysis specialist 
would know how to normalize and organize the data so that 
it was useful for the audit. They would also be experts in 
the use of data analytics tools and work with the internal 
auditors to complete the audit steps. Finally, the CFE would 
provide expertise in fraud detection and have investigative 
skills if potential fraud is identified.

I would also add a generalist to the mix who is not an 
accountant but can provide input into brainstorming 
sessions and also view the organization from a different 
lens than accountants, who sometimes have too much 
professional skepticism.

» Scott: The CAE would be a CIA (Certified Internal Auditor) 
and have more than five years of experience. Ideally, the 
CAE would also have a Masters in Accounting.

All general auditors would have a bachelor’s degree in 
accounting, business, or equivalent, a minimum three years 
of experience and their CIA designation. For a defense 
company, I’d expect one of the general auditors to have had 
experience in government contract compliance, since one 
of the top risks in that industry is failing to comply with 
U.S. government contracting regulations. The Sarbanes-

Oxley auditor would have five years’ experience in 
financial reporting and internal controls, as well as a CPA 
designation. The IT auditor would need a CISA (Certified 
Information Systems Auditor) certification and five years 
of experience since this is a high-risk area for the defense 
industry. 

I would expect every auditor to have some competence 
with data analytics; nevertheless, the profession seems to 
be fairly split on this. Some like to have a dedicated audit 
analytics staff that support everybody else, but I prefer to 
see each auditor have sufficient expertise that they can 
carry out basic data analytic tasks independently for each 
audit. You get more insight if you are familiar with the 
process, metrics and people involved, and then you analyze 
the data. It is a debatable point, but I think this way you 
will get more valuable insights than from someone who is 
unfamiliar with the process or with the process significance 
of the numbers.

» Bistra: Ideally at least one or two of the team members 
should be proficient in data analytics and data mining. As 
an internal auditor you come across different systems, and 
very often there is a need to combine data from different 
systems or corroborate and cross-reference the data from 
one system with another. Being able to use audit software, 
such as IDEA, comes very handy and decreases the 
dependency of the internal audit team on other groups for 
receiving data.

Another member would have a strong background in 
accounting/finance and would be able to look at the 
company’s books and determine if everything is recorded 
properly. 

What would be the specific skillset of each 
team member in the ideal audit team?02
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The fourth member of the team should have a strong IT 
background because nowadays we are more and more 
dependent on different IT systems. Knowing that the access 
to these systems is properly defined and segregated—as 
well as that the systems are configured and implemented 
the way they are supposed to be—is a must for every 
organization.

Also, all internal audit team members should have excellent 
communication and presentation skills since most internal 
audit work involves interacting with different employees 
and we are dependent on receiving information from other 
people. They must also be critical thinkers and problem 
solvers.

» Deniz: All members of the audit team would have an 
accounting and/or audit background. They would also need 
to also have the ability to work the data, which includes 
knowing how to extract it, or at least code an automated 
process that could actually extract the data, normalize it 
and prepare it for analysis. 

Ideally there would be at least one team member who 
would have obtained certifications in certain audit software, 
or have gone through university and done data analytics 
coursework. In addition, they should have knowledge of 
other types of coding languages such as Python, and have 
some familiarity with Blockchain, artificial intelligence and 
other new technologies. 

» Robert: In general, I would look for individuals with broad 
skillsets, specifically people who are curious and able to 
ask good questions to retrieve useful information from 
others. For my specific industry, I would prefer those who 
have experience in either education or healthcare, or those 
who have worked in multiple industries and demonstrated 
abilities to adapt to new environments quickly. 

Historically internal auditors have come from an accounting 
background, and personally (even though I have a degree 
in accounting and am a CPA) I don’t think it takes an 
accountant to do internal auditing. It takes someone who 
understands business, is curious and can relate to other 
people because—contrary to popular belief—internal 
auditors do not sit behind a desk all day and crunch 
numbers. If you are an internal auditor sitting behind a desk 
all day, you will fail. 

The job of an auditor is to be out there, talking to people, 
gaining their trust and collaborating. The majority of my 
job is spent making nice between feuding units, sometimes 
ruffling feathers and overall helping to provide a system of 
accountability in the organization. It has nothing to do with 
numbers or accounting most of the time. Understanding 
of the numbers shows you where the cash is going 

and oftentimes organizations spend money on what is 
important. So understanding the flow of funds is important 
to that extent. However, it doesn’t take an accounting 
degree to figure this out.

In terms of technical capabilities, data analytics is the 
future, no matter how you slice it. But before you get to the 
point of using a tool to analyze data, you need to understand 
your business/industry so that you can ask good business 
questions and then use the data to answer to questions that 
will improve operations. Then when you start analyzing the 
data you are simply using the tool as a means to an end.

» Lenny: This is the million dollar question. You need well-
rounded people who are flexible, able to adapt to new 
situations quickly, and quick learners. Auditors are like 
internal consultants, so one of their most important skills is 
critical thinking—understanding of the root causes, knowing 
how to connect the dots to the facts to determine what it all 
means at a high level. 

They’ve also got to be a good communicator with all levels 
of an organization—from the administrative staff all the way 
up to senior management, both verbally and in writing. They 
need to be good listeners—after all, the word “audit” is from 
Latin and means “to listen”.

You also need to have people well-versed in technology. 
This doesn’t mean they need to be programmers, but we’re 
in a data-driven world so they need to understand data 
analytics. 

In terms of education, you don’t necessarily need to have a 
CPA. You need someone educated in a business discipline, 
which would be flexible because we do a lot of auditing in a 
business environment, so a business degree is important, or 
even a technology degree.

What are the three most important 
skills for an auditor to have?

Time
Management

Critical
Thinking

Technical
Skills

Communication

Attention to 
Detail

Problem Solving

Organization

Leadership

7%

16%

17%

23%

16%

11%

6%

4%
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» Robert: Every audit department in 2018 will start 
integrating data analytics more and more into everything 
they do. Most are doing it now—or at least trying to—but it 
has to happen more. Historically auditors would see a billion 
transactions, and then take a sample of 20 of them. When 
they found that something was wrong in that sample, clients 
would argue that it wasn’t representative of the entire 
population. Although that may not have been the case, it’s 
still a valid argument. Data is more available now, though. If 
you can take all of the data, test 100 percent of it, and say, 
“You’re missing out on 33 percent of your revenue because 
of this”, that’s more valuable to the organization. 

More departments will start taking their data and dumping 
it into Excel and Access, and start getting their feet wet 
with data analysis. Eventually they will realize that they 
need a data analytics tool that can handle the volume 
of data created by today’s businesses. So in 2018 audit 
departments will start dabbling in data analytics to try and 
make whatever they’re currently doing a bit more robust. 

We’ll also see a shift away from audit departments being 
filled with accountants and CPAs. You’ll see more engineers, 
lawyers, and people with general business degrees, which 
many of the big audit firms are already doing. We’ll see a 
healthy mix of backgrounds, whereas right now it’s heavily 
skewed to accountants. 

Finally, we’ll start to see more visual audit reports. Right 
now auditors like to do a lot of writing. I think there will be 
more audit reports with just one sentence stating the issue 
accompanied by one graphic demonstrating the results of a 
data analytics test.

» Bistra: I think the main difference will be that the 
utilization of data analytics software, such as IDEA, will be 
considered mainstream and no longer a novelty. Internal 
audit teams will be required to cover more areas more 
thoroughly, which will force them to constantly innovate 
and leverage resources. In addition, we may see some 
audit teams begin using software with built-in artificial 
intelligence.

» Scott: A lot of things will remain the same, especially 
given the Standards haven’t changed very much. We’ll still 
see an emphasis on CIA and also CPA in heavily financial 
organizations. We’ll likely see expertise in data analytics 
increasing. We will also see IT audit continue to increase.

Based on polling work done this year, organizations indicate 
that they need to use data analytics; nevertheless, it’s only 
being used in about 20 percent of audits. This number 
seems low to me because I have trouble envisioning any 
audit that doesn’t have a data analytics component. So, I 
expect to see a drive to increase the use of data analytics, 
which will require either more expertise among audit staff 
or an increasing use of analysts, one or the other.

As the new Standards roll in, there will be more revenue 
recognition activities during the next couple of years. There 
will also be an increasing emphasis on cybersecurity given 
an expanding need on the IT side to assure that the right 
controls are in place to protect against cyber threats. If we 
consider all of the companies that have been exposed in 
the last year and whose reputations were damaged—and 
certainly there will be some big settlements coming out of 
it—that will drive companies to do more in that area. 

How do you think the audit teams of 2017 
and 2018 will differ?03
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And if you’re going to put controls in place, then you need to 
test to ensure they are effective. That’s a natural role for IT 
audit. 

Coming out of these exposures, we may also see new 
industry standards and regulations. The U.S government has 
issued regulations specifying the IT controls that defense 
contractors must have. Other industries will follow suit with 
what the government has done and say there are certain 
controls that must be in place to do business with them. 
That will drive additional auditing. 

Network logs and computer systems are massive, but there 
is probably room to perform more data analytics in those 
areas. Information security staff should be doing their 
own analytics to detect any intrusions, but as time goes 
on internal audit may need to do an independent analysis 
of information (like log data) to validate that there is no 
evidence of intrusions, and to validate the conclusions 
from information security regarding the effectiveness of IT 
controls. That will be a growing area. 

» Deniz: Sadly, I feel that the audit profession is really, 
really far behind in the business world currently. They’re 
very saddled and nervous about the PCAOB (Public 
Company Accounting Oversight Board) regulations, which 
don’t discourage the use of data analytics but also don’t 
encourage it. There is some basic use of analytics in the 
engagement, mainly for extraction and some general ledger 
testing, but it’s very basic. 

Going forward, there are some encouraging things. For 
example, the PCAOB has recently mandated that in future 
a critical audit matters discussion and other facts must be 
included in the audit opinion. They’re seeking information 
about the audit itself, such as any issues the auditor 
experienced during the engagement, or anything that was of 
note. This will be a great way to provide more information 
on the opinion side. 

Those on the client side of the audit profession, though, 
are going to demand more information and value from the 
engagement. They also want the engagement to be more 
efficient because of technology they have employed in their 
own companies. They won’t be as tolerant if their auditor is 
still employing small manual samples from large datasets. 
Sixty sample transactions from a large dataset doesn’t make 
any sense. True value comes from representing the entire 
dataset. So I see that there might be a reduced usage of 
sampling initially, with more auditors testing 100 percent 
of the transactions, but there will also be more pressure to 
reduce false-positives in the resulting dataset. 

The problem, however, is that audits present two conflicting 
issues: efficiency and effectiveness. ‘Efficient’ ought to be

What are the three most important 
qualities for an auditor to have?

Critical
Thinker

People
Skills

Common
Sense

Curiosity

Emotional
Intelligence

Empathy

Other

29%

22%

18%

19%

7%

2%

3%

like testing minimal amounts of transactions and doing 
just the bare necessity to form an audit opinion. ‘Effective’ 
would be testing everything. Because of IDEA and other 
types of technology now, we can officially test 100 percent 
of the transactions and be effective as well. We’ll see a 
slight shift in the audit engagement next year, with more 
use of IDEA and other types of tools beyond what they’re 
currently used for. 

» Sunder: There will be little or no differences. Purpose-
built data analytic tools have been in existence for 
almost 30 years, yet acceptance of these has been slow. 
Accountants and auditors are typically highly conservative 
and slow to change.

One survey states that two out of three internal audit 
departments utilize data analytics, but most internal 
audit shops are still in “analytics infancy”. In addition, CPA 
Canada’s Survey on Use of Audit Data Analytics in Canada 
— Results and Possible Implications notes that 92 percent of 
CPA firms use “data analytics”; however, if Microsoft Excel 
is excluded, it drops down to 26 percent. Hopefully in 2018 
we see a shift towards more data analytics proficiency.

» Lenny: Audit teams of 2018 should be more well-skilled in 
the areas I previously mentioned, including communication, 
critical thinking and data analytics skills. They should be 
a little bit more technology focused. It’s a progression of 
moving the skillset from ten years ago into the next century. 
But it’s not going to happen overnight or over a year.

https://casewareanalytics.com/
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» Bistra: I think that the consideration of fraud will become 
more important in audit’s work going forward. For instance, 
as a part of the planning phase of our audits we are trying to 
identify any major fraud risks and/or schemes that could be 
applicable for the area under review. 

The partnership between internal and external audit 
teams will continue to play a key role as well. Being onsite 
offers some advantages for the internal audit team, and 
their insight could be valuable to the external auditors. For 
instance, we work very closely with our external auditors 
and perform some of the external audit work on their 
behalf. We have adopted this model for the past two years, 
and it has proven to work very well for everyone. 

» Sunder: Given the PwC case with Colonial Bank (at 
publication we did not know yet if the firm was negligent in 
performing their duties) and the Supreme Court of Canada 
Teva case, one might suggest that companies and their 
internal audit department might be more relaxed in having 
to detect fraud since it would not be their organization 
bearing the losses of fraud. This would simply not be true 
as these two cases deal with known or detected fraud. The 
organization would still suffer losses for all undetected 
fraud, so I don’t believe that internal audit will be less 
vigilant in performing their duties.

» Lenny: I do think that cases such as this could impact 
audit in 2018. There have been a lot of scandals in the 
papers recently that show us there are vulnerabilities in 

companies—for example, the Wells Fargo investigation, the 
hacking of Sony Pictures, and the hacking of Target. Audit 
teams are starting to react more to news in the industry and 
asking, “How could this happen at my company?” Then they 
focus more on those areas. 

» Scott: Cases like the PwC case will drive the use of data 
analytics. Nevertheless, I have a real problem with lawyers 
designing rules that would hold auditors to an unreasonable 
expectation, particularly that an external auditor would 
be able to detect every instance of fraud. Certainly, the 
sampling strategy commonly used is not effective for 
detection of fraud. To have any chance of finding fraud, the 
auditor must begin with the complete population.

To detect all of the fraud requires an infinite amount of 
time and an infinite amount of money. So the discussion 
must be about materiality and risk appetite. The standards 
have always said, “reasonable assurance” not “absolute 
assurance”, and in reality very little fraud is detected by 
internal or external auditors. Usually the first hint is a 
tip from somebody outside of audit. A hotline system or 
other communication means are a lot more important for 
detecting fraud than audit is. Nevertheless, data analytics 
provides excellent tools for detecting indicators of fraud 
risk, so I expect that this will also drive increased use of data 
analytics. 

» Deniz: This is the first in a long time that auditors have 
been brought to court over audit failures. While it relates to 

(e.g., PwC was in court in 2017 after a regulator tried to hold the company liable for losses arising 
after PwC failed to detect fraud at a bank that later collapsed.)

How do you think changes in the 2017 
audit landscape will affect audit teams in 
2018? 04
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Data analytics: the ability 
to review and understand 

the data.

technology, it’s more about auditor judgement—or perhaps 
it is negligence, or that they’ve been working for these 
clients for a long time and got comfortable. 

But the PCAOB is starting to examine the use of more data 
analytics in the audit engagement because on the advisory 
side of firms they’re very innovative and progressive. 
They’re jumping on Blockchain, artificial intelligence in 
audit, etc. They’re even looking at continuous auditing and 
continuous monitoring. But the engagement side has been 
very conservative. The benefits of analytics will take over 
this part of the audit as well because the clients are going to 
demand it from their auditors. 

Clients are producing 100 percent analysis of their own 
transactions; auditors should have access to the same 
volume of data and be able to conduct their own analytics 
on it. I believe that right now we’re on the cusp of a big surge 
or change in the audit engagement. 

» Robert: I don’t think that the PwC case is going to have 
much of an effect on internal audit. These were external 
auditors and, unfortunately, this happens all of the time. The 
worst that will happen is that a new regulation will come out 
and put an additional burden on businesses but still not be 
effective. This doesn’t address the underlying problem. 

What technology skills will be most important for auditors to have in 2018?  

Data mining (in addition 
to Excel, databases, 

IDEA, etc.).

The skills to know how to 
use certain functions in 
IDEA and Excel are very 

important to analyze data. 

Extracting data from systems 
and understanding how to 
utilize the data to be useful 

in the audit.

Data analytics and decision 
analysis. Big data analysis, 

artificial intelligence and machine 
learning will be an added 

advantage.

Ability to look at data and 
figure out how to use it 

effectively and efficiently to 
meet your audit objectives.

How will your audit team differ in 2018 from 2017?

More emphasis on 
cybersecurity and IT 

general controls.

Expanding into more 
data analytics and use 

of IDEA for continuous 
monitoring.

We will be more 
efficient since we will be 
implementing the use of 

IDEA.

Will have an additional 
staff person next year 

to free up more time for 
data analytics.

We are training additional 
team members to use data 

analytics in our auditing 
processes.

Our audit team will grow in 
size and will look for more 

opportunities to develop data 
analysis and visualization 

competencies.

https://casewareanalytics.com/
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» Lenny: Data analytics has been a big part of audit teams 
in 2017 and will play an even bigger role in 2018. Each year 
we expect more data to be available, therefore analytics just 
becomes proportionally as important to keep up with the 
data that is out there. 

Audit teams should be looked at as trusted advisors, as 
partners in the business. We’re there to help; we’re all on 
the same team and work for the same company. We’re 
trying to help the company. We’re not out to get anybody, 
we’re just trying to make people more aware of risks in their 
company and things they can do to mitigate the risks. That’s 
the value of audit.  

» Sunder: While it may not happen in 2018, over the next 
few years data analytics will play a larger role in audits, 
especially assurance audits conducted by CPA firms.

One reason for this may be the Canadian Standard on 
Review Engagements (CSRE) 2400. CSRE 2400 is effective 
for reviews of annual and interim financial statements 
for periods ending on or after December 14, 2017. This is 
to harmonize with the International Standard on Review 
Engagements (ISRE 2400). As part of understanding 
the entity and its environment and of the specific 
inquiry requirements in paragraph 47(d) of CSRE 2400, 
practitioners are required to make inquiries about any 
actual, suspected, or alleged fraud or illegal acts affecting 
the entity.

Understanding of entity and environment includes 
accounting systems and records. “In designing analytical 
procedures, the practitioner shall consider whether the 

data from the entity’s accounting system and accounting 
records are adequate for the purpose of performing the 
analytical procedures.”

“The standard also requires that the practitioner obtain 
evidence that the financial statements agree with, or 
reconcile to, the underlying accounting records.” (Ref: Para. 
A101-A103)

It is difficult to meet the CSRE 2400 standards without the 
use of data analytics. But again, the accounting industry 
moves very slowly. With artificial intelligence and machine 
learning being applied to data analytics, more organizations 
will embrace the new technology because detecting 
anomalies with data analytics tools will be much simpler for 
users. Again, this won’t happen in 2018 but may explode 
over the next five years.

» Bistra: Data analytics will continue to play an increasing 
role in 2018 and beyond. Frequently, internal auditors 
work with populations that have finite numbers—there 
could be thousands or millions of records in a population, 
but the number is known. It therefore makes more sense to 
design an audit program that focuses on 100 percent of the 
population versus applying a sample-based audit approach. 
A good data analytics audit program does that. It provides 
close to 100 percent assurance for the audit results, which 
is much better accepted by management than audit results 
based on extrapolation from sample-based auditing. 

Another benefit is that once designed properly, the data 
analytics audit program can be executed multiple times. 
This saves a lot of time in areas that are subject to regular 

What role do you foresee data analytics 
playing in the audit teams of 2018?05

https://casewareanalytics.com/
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reviews and do not change often. Management could 
also increase the use of data analytics for development, 
implementation, and monitoring of key performance 
indicators, etc. 

» Scott: In the near term it will go down two paths. Some 
companies are interested in having a data analytics expert 
or taking the ‘data analytics team’ approach. In this case 
they would have a staff of data analysts who process all 
of the data and hand off the results to the audit team. 
Although dedicated analytics staff may be short on process 
knowledge, it is easier to develop a few people with greater 
expertise in data analytics. As long as they communicate 
well with the audit team, the auditors should be able to get 
what they need. 

My personal experience, however, is that the people who 
are closest to the work or closest to the processes develop 
the best insights into what’s going on. The purpose of doing 
data analytics is to get insight into the process. People with 
process knowledge are more likely to take some pattern 
they see in the numbers and relate it to a behavior they’ve 
seen in the business—things that a dedicated analyst isn’t 
going to see. If you have a dedicated staff, I think you’re 
going to miss opportunities. But, the downside is that you 
then need to train up all of your people in data analytics, and 
that requires an investment.

» Robert: I think data analytics will be incorporated into 
every stage of the audit process, from our audit plans where 
we lay out everything we’re going to do for the year to 
actually deciding how to prioritize the audit plan, all the way 
down to test work that we do in the audit plan. 

» Deniz: Data analytics will play an increasingly important 
role in audit teams, mainly because auditors cannot 
function effectively and efficiently in an increasingly 
technically sophisticated environment without doing so. 
They have no choice. They cannot be proficient or be sure 
of accuracy in the audit if they are not deploying more audit 
analytics, specifically tools like IDEA or other types of audit 
automation software. 

The big challenge will be training and educating current 
auditors and accountants, as well as future auditors. 
Auditors who have been in the profession for a while may 
have difficulty in adjusting to the changes. 

For incoming auditors or those studying to be auditors, 
there’s some catching up that has to be made in education 
and coursework. Data analytics training really should be 
offered in the underlying coursework at the undergraduate 
level, not just in Master’s programs. For example, in my 
Fundamental Audits class, the students are using IDEA and 
Tableau and are learning to use data analytics in audits. 
They can personalize and understand the concepts better 
with IDEA as opposed to just an abstract concept they’re 
taught in class with case studies that are qualitative and 
judgmental in nature rather than hardcore, basic analytics. 
My students have told me they’ve gone to second and third-
level interviews with firms, and they’re the only candidates 
who have had experience with data analytics. It puts them 
way ahead of their competition. 

56%

Very
Important

35%

Important

7%

Moderately
Important

2%

Slightly
Important

Not Important

1%

How important is data analytics in helping 
internal audit add value to the business?  
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How important are these objectives when leveraging data analytics?  

Conclusion  
Based on the opinions of our expert panel and the more than 800 auditors we surveyed in December 2017, it is clear that 
internal audit will have an increasingly important and essential role to play in organizations, with stakeholders relying on this 
function to guide the company around any risks and to identify opportunities for improvements in business processes. While 
there are still challenges for audit to overcome in 2018, advancements in technology, increased adoption of data analytics, 
ever-increasing volumes of data, and the growing demand to move from sampling to 100 percent data coverage will continue 
to solidify the role of auditors in 2018 as trusted—and essential—advisors to their business.

How important are these data analytics objectives?  

Identifying
fraud

Identifying
additional insights

Increasing 
audit coverage

Very Important Important Moderately Important Slightly Important Not Important

Reducing
audit costs

How important are these data analytics objectives?  
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Unlock the Power Within Your Data
CaseWare Analytics is home to IDEA® Data Analysis software, which allows auditors, analysts and finance professionals to assess risk, 
gather evidence, uncover trends, and provide the intelligence needed to make informed decisions. IDEA is a comprehensive, powerful and 
easy-to-use analytics tool that can quickly import data from virtually any source, analyze 100% of the data, protect the integrity of data 
and discover and visualize patterns, trends and outliers. For more information on CaseWare IDEA, visit casewareanalytics.com or email 
connect@caseware.com. 
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